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OnuncaHme yCcTpomcTBa

HactonbHbIN cuntbiBaTtens ASK / FSK / Mifare n noaaepskoi BLE ¢ USB nHTepdeincom 1 oTKpbITbIM
TEKCTOBbIM MPOTOKO/IOM NPeAHa3HauyeH 4158 MaKCMMa/ibHO NPOCTON MHTerpaumm B tobyto cuctemy CKY/,

MoKeT MCnonb30BaTLCA 1A BblAa4yM MOBUIbHBIX MAEHTUPUKATOPOB M3 BbIAENEHHOTO CMIMCKA MOBUABHbBIX
NAEeHTUOMKATOPOB.

XapakTepuctukm

RF ID ASK, FSK, ASK+FSK (125 KI'w)

Mifare (1SO 14443A - 13,56 MTw)

YteHne MmobunbHbIX naeHTUduKaTopos PW ID.

Bblgaya mobuabHbIX naeHTUuduKaTopos PW ID 13 Bbla€NeHHOro cnMcka MOBUAbHbIX
naeHTnduKatTopos. Mepexos B pexkum solgadun PW ID no mactep-KapTe.

O6MmeH gaHHbIMK co cmapTdoHamu no Bluetooth Low Energy (Bluetooth Smart, BLE)

NcnonbayeTtca 3alwmMdpoBaHHbIN 256-6UTHBIM KIFOYOM M CTOMKWUI K caboTaxKy NPOTOKOA s
obMeHa JaHHbIMU €O CMapTPOHamMM
MporpammuposaHme PW Desktop no BLE co cmapTtédoHa ¢ Android c nomouibto MO PW

Config no BLE - ycTaHaBAMBaeTcA pasMepHOCTb (BUTHOCTb) MAEHTUGUKATOPOB, 3arpy»KatoTcs
NIMLEH3UN Ha MOBUbHbIE AEHTUUKATOPBI.

[parsep USB €—-> COM

Ons amynaumm COM nopta B cucteme mucnonbsyerca SyLabs CP210x USB to UART mocr.
[pariBepa MOXKHO CKa4yaTb N0 CAeAyHOLLEN CCbIIKEe:

http://www.silabs.com/products/development-tools/software/usb-to-uart-bridge-vcp-drivers

Cepsuc ana koHsepTtaumm JSON 3anpocos
[ns paboTbl ¢ HACTO/IbHBIM CYMTbIBaTEIeM B NpoToKosie JSSON npegHasHayeHo nporpammHoe obecneveHume
Acs.DesktopService.exe. Tekyuwan nogaepxusaemas nnatpopma — Windows, Heobxoanmo Hannume .NET4.5

McnonHaemsble dalinbl 1 bat dpalin ans ycTaHOBKM NPOrpammbl Kak CUCTEMHOTO CEPBMCA Pa3MELLLEHbI B
KaTanore Software.

3anyck ucnonHaemoro daina unu bat dalina ana yctaHoBKM cneayet BbINOAHATb OT UMEHM
afMUHKUCTpaTopa.

[NapameTpbl NOAKAOYEHNA
POST 3anpocsbl Ha http://127.0.0.1:40011

MobunbHble NnpuaoxKeHma Proxway

[m] 3% =] r!IIEI [m]  [=]Rg[s]
[=]7 [=] [=]

KoHowurypaTtop PW Config MobunbHbIit ngeHTnduKatop PW ID  MobunbHbin ngeHTudumkatop PW ID
ana Android ana Android ana ios



http://www.silabs.com/products/development-tools/software/usb-to-uart-bridge-vcp-drivers

Obuwme NHPOPMaLMOHHbIE KOMAHAbI

NHdopmauma ob ycTponcTee
C nomoLLbio AaHHON KOMaHAbl MOXKHO MOJly4nTb MHPOPMaLLMIO 06 YCTPOMCTBE - ero CEPUMHOM HOMEPE U BEPCUM
MMKPOMPOrpammbl

3anpoc:

http://localhost:40011/GetVersion
Teno 3anpoca:

{
}
OTBeT:

"Model" :"DESKTOP READER",
"Serial": "00:32:00:17:00:20",
"Version": "09.35"

Pexnm paboTbl cunTbiBaTENA (Pa3pelleHHble TUMNbl MAEHTUPUKATOPOB)
C NOMOLLbIO AaHHOM KOMaHAbl MOMHO BK/IIOYUTb UKW OTKAOUYUTb paboTy (4TeHMe M 3anucb) ¢ onpeseneHHbIMU
TUNamun M,D,EHTM(I)MKaTOpOB.

MonyyeHme TEeRYLLEro pexunuma paboTbl CHMUTLIBATENS
3anpoc:

http://localhost:40011/GetReaderType
Teno 3anpoca:

{
}

OTBerT:

"BLEEnabled": true
"MifareEnabled": true
"FSKEnabled": true
"ASKEnabled": true

YCcTaHOBKa HOBOTO perknma paboTbl cuMTbIBATENA
3anpoc:

http://localhost:40011/SetReaderType
Teno 3anpoca:

{

"BLEEnabled": true
"MifareEnabled": true
"FSKEnabled": true
"ASKEnabled": true

}

OTBerT:

{
"BLEEnabled": true
"MifareEnabled": true
"FSKEnabled": true

"ASKEnabled": true


http://localhost:40011/GetVersion
http://localhost:40011/GetReaderType
http://localhost:40011/SetReaderType

MonyyeHne nHdopmaLmm 06 OCTaBLLIEMCA KOMYECTBE MOBUABbHBIX MAEHTUHUKATOPOB

YCTpOMCTBO MCMNONb3yeTca A1 BblAaun MOBUAbHBIX MAEHTUOUKATOPOB U3 BblAENEHHOrO CNMcKa. ba3oBas noctaBka
BKAtoYaeT 5 becnnaTHbIX NAeHTUPUKATOPOB.

C nomMoLLbIO0 AaHHOM KOMaHAbl MOXHO NMOCMOTPETb KO/IMYECTBO HEUCNO/Ib30BaHHbIX IULEH3MIA B CUCKE MOBUIbHbIX
NaeHTUGUKaTOpPOB.

3anpoc:
http://localhost:40011/GetQuantity
Teno 3anpoca:

{
}

OrBeT:
{

"Quantity": 58
}

YTeHne KoaoB naeHTMOMKATOPOB

C nomoLLbio AaHHON KOMaHAbl MOXKHO NOAYYNTb KOA NAeHTUPUKATOPA B 3a4aHHbIX GopmaTax.

3anpoc:
http://127.0.0.1:40011/GetIdentifiers

Teno 3anpoca No ymo4aHuio, BbiIBoAUMBINA dpopmat Koaa hex5s:

"Identifiers":[ "String content", "String content", "String content" ]

OnucaHne GopmMaToB BbIBOAA
"Raw" — 6e3 npeobpasoBaHUii, Kak NOAYYEHO OT cYMTbiBaTENA

3anpoc:
http://127.0.0.1:40011/GetIdentifiers

Teno 3anpoca:
{

"OutputAs": "Raw"
}

Mony4yeHue AaHHbIX:
{

"Identifiers":["Em—-Marine[565A] 123,16044"]
}

Hanpumep:
{
"Identifiers": [

"Mifare[E4009A14] 000,39444 1K (0004,08)",
"Mifare[04B62AE1BB0280] 182,10977 UL (0044,00)",
"Mifare[C2ECA99C] 236,43420 4K (0002,18)",
"Mifare[04210D21B21C80] 033,03361 DF (0344,20)",
"CryptedMifare[01EB931000] 147,04096 1K (0004,08)",
"Em-Marine [565A] 123,16044",
"FSK[00120040] 08111",
"FSK[0010029A] 38193",
"MobileID[1122334455667788]"


http://localhost:40011/GetQuantity
http://127.0.0.1:40011/GetIdentifiers

Fpe:

Mifare — KapTouku Mifare® craHaapTa 1IS0144433,

CryptedMifare — NepcoHaNM3npPoBaHHan KapTa (40NONHUTENBHO 3alUMLLEHHAA) C UHANBUAYAIbHBIM
KOZOM.

Em-Marine — KapTo4KM C aMnanTyaHon moaynsaumei (ASK),

FSK — KapTOUYKM C YaCTOTHOM Moaynsumnen

MobilelD — MOBUNbHbIN MAEHTUDMKATOP, NONYYEHHbI OT cMapTdOHa.

"FacilityCode" — oto6parkeHue B popmare facility,code. Kog ycekaerca ao 3-x 6ainT, craplias 4yactb
oTbpacbiBaeTcs.

3anpoc:

http://127.0.0.1:40011/GetIdentifiers

Teno 3anpoca:

{
"OutputAs": "FacilityCode"
}

MonyyeHune AaHHbIX:

{
"Identifiers":["123,16044"]
}

"Dec3" — oTobpaxeHue Koaa B AecaTuiHom dopmarte. Koa ycekaeTtca Ao 3-x 6aiT, cTapluas YacTb oTépacbiBaeTca.
3anpoc:
http://127.0.0.1:40011/GetIdentifiers

Teno 3anpoca:

{
"OutputAs": "Dec3"
}

MonyyeHune AaHHbIX:

{
"Identifiers":["08076972"]
}

"Hex3" — oTo6paxkeHne Koga B WecTHaguaTtepuyHom dopmare. Koa ycekaerca go 3-x 6aiiT, craplias 4yactb
oTbpacbiBaeTca.

3anpoc:

http://127.0.0.1:40011/GetIdentifiers

Teno 3anpoca:

{
"OutputAs": "Hex3"
}

MonyyeHune AaHHbIX:

{
"Identifiers": ["7B3EAC"]
}

"Hex4" — oTobparkeHue Koga B WecTHaguatepnuHom dpopmarte. Ecam Koa ANuHHee - yceKaeTca A0 4-X 6auT
(cTapLwiasa yacTb oT6pacbiBaeTcs) ecnm Kopoye — A0NoAHAETCA HyAAMM (cTapLuasa 4acTb)

3anpoc:
http://127.0.0.1:40011/GetIdentifiers



http://127.0.0.1:40011/GetIdentifiers
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Teno 3anpoca:

{
"OutputAs": "Hex4"
}

Mony4yeHue AaHHbIX:
{

"Identifiers": ["5A7B3EAC"]
}

"Hex5" — oTobpakeHue Koaa B WecTHaauatrepuyHom ¢popmare. Ecam Koa aanHHee - yceKaeTca Ao 5-x 6anT, ecam
Kopoue — A0NOJIHAETCA HYyNamMU (cTapluasn 4yacTb)

3anpoc:

http://127.0.0.1:40011/GetIdentifiers

Teno 3anpoca:

{
"OutputAs": "Hex5"
}

NonyuyeHue gaHHbIX (KapTouka Em-Marine):
{

"Tdentifiers": ["565A7B3EAC"]
}

NonyueHue AaHHbIX (KapTouKa FSK):
{

"Identifiers":["000010029A"]
}

"Hex5f3" — oTo6paxkeHue Koga B WwecTHaguatepuyHom dopmare. Kog ycekaerca go 3-x 6aiT (ctaplian yacTb
oTbpacbiBaeTca) U ganee AONONHAETCA HYNAMM A0 5-Tn 6ainT (cTapluasa yacTb)

3anpoc:

http://127.0.0.1:40011/GetIdentifiers

Teno 3anpoca:

{
"OutputAs": "Hex5f3"
}

NonyyeHue gaHHbIX (KapTouka Em-Marine):
{

"Identifiers":["00007B3EAC"]
}

"Hex6" — oTobparkeHue Koga B LWecTHaguaTepuuHom dopmare. Ecnm Koa ANMHHEe - yceKkaeTca Ao 6-tm 6auT

(CTaDLLIaﬂ 4acCTb OT6paCbIBaeTCﬂ) ec/in Kopouye — AonosiHdeTCca HyaamMmu (CTapLIJaﬂ l-IaCTb)
3anpoc:
http://127.0.0.1:40011/GetIdentifiers

Teno 3anpoca:
{

"OutputAs": "Hex6"
}

MNonyyeHue gaHHbIX (KapTouka Em-Marine):
{

"Identifiers":["00565A7B3EAC" ]
}
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NonyuyeHue gaHHbIX (MO6GUNBHBIA nAeHTUdUKaTOP):
{

"Identifiers":["334455667788"]
}

"Hex7" — oTo6paxkeHne Koga B WecTHaguaTtepuyHom dopmare. Ecnm Kog AnnHHee - yceKaetca go 7-mu 6ant
(cTapwiasn yacTb 0T6pPacbiBaeTcA) ecan Kopoue — AONONHAETCA HyNAMM (CTapLuasa YacTb)

3anpoc:

http://127.0.0.1:40011/GetIdentifiers

Teno 3anpoca:

{
"OutputAs": "Hex7"
}

MonyueHune gaHHbIX (KapTouka Em-Marine):
{

"Identifiers":["0000565A7B3EAC"]
}

MonyuyeHune gaHHbIX (MOBUABHBLIN naeHTUdUKaTOP):
{

"Identifiers":["22334455667788"]
}

"Hex8" — oTo6pakeHune Koaa B WeCTHaguarepuuHom ¢popmare. Ecam Kog annHHee - yceKaeTtca 40 8-mu 6ainr
(cTapwas yacTb oT6pacbiBaeTca) ecivM Kopoye — AONOAHAETCA HyaaMM (cTapLuas YacTb)

3anpoc:

http://127.0.0.1:40011/GetIdentifiers

Teno 3anpoca:

{
"OutputAs": "Hex8"
}

NonyyeHue gaHHbIX (KapTouka Em-Marine):
{

"Identifiers":["000000565A7B3EAC"]
}

NonyuyeHue AaHHbIX (MOBUABHBIN ngeHTUdUKaTop):
{

"Identifiers":["1122334455667788"]
}

Mpoueaypa YTeHUs CyLLecTByroLLEero mobuabHOro naeHTudumkaTopa ¢ nomoulbio PW Desktop

1. Monb3oBaTtesnb nogHocuT cmapThoH K PW Desktop , 1 3anyckaeT nam aktmsmpyet mobuabHoe
npunoxkenme PW ID

2. HacTonbHbI cunTbIBATENb NOAYYaAET KOg, OT cMapTdoHa
3. Kog nonyyeHHoro mobunbHoro naeHtudmkatopa soisogmtca 8 COM nopt

4. Cepsuc JSON coxpaHAeT noOMy4YeHHbIM Kog B namsatM M panee no http POST-3anpocy
http://127.0.0.1:40011/Getldentifiers nepeaaeT B npunoxeHue.
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BbInycK MOBUABHbBIX NAEHTUPUKATOPOB

yCTpOf/‘ICTBO MCnonb3yeTcAa AnAa Bblgayun MOBUNbHBIX M,D,eHTVId)VIKaTopOB 13 BblAeNIeHHOro cnMcka. basosaa noctaska
BK/toYaeT 5 6ecnnaTHbIX VIAEHTMCI)MKaTOpOB.

Koa naeHtndukatopa 6yaeT nonydeH TakyKe, Kak U npu 06bIYHOM YTEHUW KOA0B, C MOMOLLLbIO 3anpoca
http://127.0.0.1:40011/Getldentifiers.

JlokanbHan Bblaa4a NAEHTUOMKATOPOB
Mpoueaypa NOKanbHOM Bblgaum HOBOro uaeHTMdUKaTopa ¢ nomoubio PW Desktop

1.

3anpoc:

AZLMUHUCTPATOP CUCTEMbI MEPEBOAMUT HACTO/bHbIM CHMUTLIBATENb B PEXKMM BblAauM
MAEeHTUOUKATOPOB — pa3mMeLLL@eT Ha CYMTbIBATEIe MacTep-KapTy.

Monb3oBaTenb nogHocuT cmapTdoH K PW Desktop , u B HacTpoiikax npunoxkeHma PW ID HaxkumaeT
KHOMKY "Monyuntb oT Desktop"- npunoxeHue coegmnHaeTcsa U noay4yaet MobUIbHbIN
NAEHTUOUKATOP U3 BblAENEHHOIO CNUCKA MOBUIbHBIX UAEHTUPUKATOPOB.

Kopa nonyyeHHoro mobuabHoro ngeHtuemkatopa sbisoautca 8 COM nopt

CepBuc JSON coxpaHsfieT Mony4YeHHblit Kog B NamaTM KW ganee no http POST-3anpocy
http://127.0.0.1:40011/Getldentifiers nepeaaet B NpuaoKeHMe.

http://127.0.0.1:40011/GetIdentifiers

Teno 3anpoca:

{

"OutputAs": "Raw"

Mony4yeHue gaHHbIX:

{

"Identifiers":["NewMobileID[1122334455667788]"]

Bblaa4ya naeHTMdrKaTopos no e-mail
C nomouubto cepsuca JSON 1 PW Desktop Bo3morKHa Bblgaya MOBUNbHBIX NAeHTUdUKATOPOB no e-mail

Mpoueaypa HoBoro naeHTuduKkaropa no e-mail c nomowbto PW Desktop u PW Config
1.
2.

Het kntoya. 3anpocute ero no Email unun
obpaTuTech K afiMUHUCTPATOPY

nony4vTb No
EMAIL

Ecnv y nocetutens ewe HeT NpunoxKeHna Proxway ID, OH ero ycTaHaBAMBaeT Ha CBOEM CMapTdoHe
B npunoxeHun Proxway ID nosib3oBaTesib HAaXKMMaeT KHOMKY "Moayuntb no e-mail"(nav 8
HacTpoWKax NpunoxeHua ncnonabsyet dopmy "3anpoc ceteBoro Katova"), BBOAWUT CBOE UMA U
BblOMpaeT Nporpammy NoYTbl 418 OTNPABKM 3aABKU.

ﬂ,anee BBOOUT agpec, MCI'IOI'Ib3yEMbIl‘;1 Ana npnema 3aABOK B 6}0p0 nponyckos, n oTnpasaAeT NNCbMO
S| 2O 9 m1216

& Hanucate (SIS

, or visitor@gmail.com
MonyuuTtb gocTyn no Email

AnekcaHap Komy pass_office@gmail.com

3asBKa Ha NONyYeHUe KKoua oT
AnekcaHap.

BbIGEpUTE NOUTOBIA KAUEHT ANA OTNPABKA Lobpbifi Aetb.
3anBKWU. -
Anexc..posuy = AnekcaHapa = Anekcarapom MpoLLly NpejoCTaBuUTL MHE MOBUIIbHbIN
see unedTuhukATON NNa NoceipHUA
MIOAY4TS O 1 2 3 4 s s 7 8 5 0 Ml_ 1 2 s 4 s s 7 8 9 o
DESKIOE MLy KeHT T Wuws3 X D gwe rtyuioop
Gmail Konwposats ~ CoxpaWuTb Ha  Bluetooth

@bl Banponygxa Pucxe a s df gh j k I

4 ayucMuTbLO610E@E Qw 4 z xcvbnm@
} ': Hangouts SMS/MMS 2123 @ @ QWERTY

5 -] o o | o O
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TPYMNHPYIOTCA BO EXOAALLNX

K Moesarn

M Coxparero
W Mokynkw
m OuHaHch!
o Coucetd
‘ MpowmoakLyu
He rpynnupyioTcs

&  [mapySent
& Notes

& Unwanied

3. TonyumB NoYTy C 3aIBKOW, COTPYAHMK BIOPO NPONYCKOB NepeBoAMT HacTO/bHbINA CYMUTbIBATESb B
PEeXNM Bbldaun M,ﬂ,eHTVId)MKaTopOB — pa3mellaeT Ha CYUTbIBaATE/lE MacCTep-KapTy.
4. 3aTem COTpYyAHWK BIOPO NPOMNYCKOB OTKPbIBAET MMCbMO M KonupyeT napametp "ID noans3osamens" B
CRYA.
[J  Bxonaume
@) @umoms 3afexa Ha nony4eHWe KNya oT Mea. | SO |
+/  Bunonserse visitor@gmail.com kony- WHe ©
e NloBpuiii fetb
Q YepHoBMKKH
P Ompasnenisie ADamicuB%0A7PXRBNT 3F%3D%3D%0A&name=%D0%96% D0% B2%D0% B0%D0%BD
3 Hanomunanuna Cnacubo. Waa
B Kopawwa
O craw
OTeetuTs
B Kowraka °
Gmail

Ansa ydoobcmea orniepamopos peKkomeHOyemM Kornuposame rosHYH CCbiaKy u yxe cpedcmeamu 0O CKY/ uzenekame

napamemp "ID nons3osamens"

BbINyck MOBUNEHBIX HOEHTUNKaTOPOB AN yAaneHHbIX Nons3oBaTenemn

Mepenaya - POST 3anpoc:

hitp://localhost:40011/IssueRemoteldentifier

Teno sanpoca:

url: hitp//pw-plus.ru/access/de

¢ Ko, nonb3osatens: VnztWvpazJFikIMKQb2KC
"UserCode":"VnztWVpazJFikIMKQb2KCKIEmMWg_cN48UnRczPmjcYKSrLOA- Email- ‘7‘ visitor@gmail.com
SZLE_xp_wAd4Jn3L_Gn_ADgmictl EBeldICONw==", -
"SendEmail"true ®opmar uaeHTMukaropa: |« Raw v
"Email""visitor@gmail.com”
"OutputAs":Raw OTnpasuTs
}

OteeT:
{
"Identifier":"MobilelD[SCFOCF54BES1EAFB] E237DIE381C792C2DC",

"ActivationLink":"http:/pw-plus.ru/access/accept?id=rembPN_rr-xluUprsiXQAW%3D%3D%0A"
1

CKY[ y JSON cepBuca 3anpallMBaeT AULEH3MIO A/ BblAaun MobuabHOro naeHTuduKaTopa

JSON cepBucC nonyyaet mobuabHbIN MAeHTUOMKATOP U3 BblaeneHHoro cnucka PW Desktop, Kopg
nosy4yeHHoro mobunbHoro uaeHtudukatTopa BbiBogutcs B COM nopt. Cepsuc JSON coxpaHseT
Nosly4yeHHbI Koa B NaMATM U Jdanee nepenaet B npunoxeHue CKY/ BmecTte ¢ cdopMmUpoOBaHHOM

CCbI/IKOM noarsepxgeHua.



3anpoc:
http://localhost:40011/IssueRemoteldentifier

Teno 3anpoca:

{
"UserCode":"rPMU130 rsi Rjr5zjKtdnT-z0-1 fhxdROplbGeImURrdGWWWEGEPxp wA4Jn3L Gn ADgmfctws0ALGKKpUmcLgs3D%3DS0A"

Mony4yeHune AaHHbIX:
{
"Identifier": "54BE8S81EAF4",
"ActivationLink": "http://pw-plus.ru/access/accept?id=uPzZnzueJCPuhpxHAk18kIQ%3D%3D%0A"

7. CoTpysnHuK 6t0po NPOMNYCKOB KOMMPYET NOMYYEHHYHO CCbIIKY B e-mail u oTnpasaseT NMCcbMOo Ha
aapec nocetutens.

[J  Bxonamue
© Omoxemwe _ .
3anBKa Ha NonyyeHHe kioya oT AnekcaHap. X v
o  Bononvense
e a2softin a2softin kouy: e 3 1745
& Yeprosmn NoBpbiit AeHe
MpoLy NpeROCTaBNTS WMHE MOBHNBHLI WeHTU HKATOP ANA NOCEwENNA Bawero odwica
o> Omm hitpipw-plus v demand?id=pJbiZ OzpXuz-aun8Jil -0ZeEUTO3NTZ0HboUTX xaFYCT.
ZJuxPxp_wAdIn3L Gn_ADgmfcul %0AAZFsOMc48A%3D%3D% 0A&name=%D0%90%D0%BB%D%B5%D0%BA%D1%81%
& remowwans D0%B0%D0%BD%D0%B4%D1%80
W Kopawna CnacuBo, Anexcanap
@ chau
2] f o Ueproam, omy: a2softin - =
Gmail DoBpeit AgHs,
Cebinka An7 aKTUBALWN MOBHTLHOTO WIEHTUGMKATOpA
TRYITMPYIOTCR B0 EBXOAALINX hittp:/ipue-plus. ! 2id=PKVazpwRic8i9z8NIQq0Wi%3D%3D%0A
w
K Moese
OTNPABUTL i3 B I U A~ T~ GBessacesex ~ = @@ X - [}
O emom: 2l Loa ‘ x| 8 u
W Mokynww
i Owancu
25 Coucern
[ Onosewerin
W Mpomoakym

8. Tonyums NouTy C 3aABKOM, NOCETUTENb OTKPbIBAET €€ Ha CMAapPTHOHE C NOMOLLbHO NPUNOMKEHNA
Proxway ID. Mocsie Ha*KaTuA Ha CCbIIKY B NUCbMe ByAeT 3anyLeHo NPUIOXKEHME N COXPAHEH Kog,

naeHTuduKaTopa.
3@ W mi1218

3@ 9 mi218

A §F B :

b

Balu MOBWbHBIA KNHOY  Bropsuwe

pass_office@gmail.com -
KOMY: MHE

Ball MO6UbHbIN K/THOY rOTOB.
12:17 NoppoBHocTn

Vv

[o6pLiA perb, Anekcanap.

Baw kntoy:

http://pw-plus.rufaccess/accept?id= B

IEIVUVYIrVBDXFYZcAmSdg%3D%3D%0A OTKpbITE C NOMOLLEIO MPUIOXKEHUA:
# ProxWay ID
Y  fAHpgekc bpaysep
@ Chrome

-~ LY »
OTBETUTE OTBeTHTL BCem MNepecnats



http://localhost:40011/IssueRemoteIdentifier

OnucaHune $popmaToB BbIBOAA

CDOpMaTbI BblBO4a KO4a MAeHTMCbVIKaTOpa TE e, YTO OaNA npouenypbl YTEHNA KOA40B VIAEHTVId)MKaTOpOB

3anpoc:
http://localhost:40011/IssueRemoteldentifier

Teno 3anpoca:
{

"UserCode":"rPMU130_rsi Rjr5zjKtdnT-z0-1 fhxdROplbGeImURrdGWWWEGEPxp wA4Jn3L Gn ADgmfctws0ALGKKpUmcLg%3D%3DS0A",
"OutputAs": "Raw"

MonyyeHune paHHbIX:
{
"Identifier": "NewMobileID[5CFOCF54BE81EAF4]",
"ActivationLink": "http://pw-plus.ru/access/accept?id=uPZnzueJCPuhpxHAk18kIQ%3D%3D%0A"

OtnpasKa no e-mail
Ecnn HacTpoeHa oTnpaBKa 31eKTPOHHOM NoYTbl cepsucom JSON, To Npu yaaneHHoM Bblaade MOBUAbHbIX
MAEHTUPMKATOPOB CCbIJIKA A/1A UX aKTUBaLUMM ByAeT oTrnpaB/eHa Ha YKasaHHbIN B 3anpoce e-mail agpec.

3anpoc:
http://localhost:40011/IssueRemoteldentifier

Teno 3anpoca:
{

"UserCode": "VnztWVpazJFikIMKQb2KCK]Emig cN48UnRczPmjcYKSrLOA-sZLE xp wA4Jn3L Gn ADgmfctl E8eldICONw== "
"SendEmail":true,

"Email":"visitor@gmail.com",
"OutputAs": Raw

Mony4yeHue AaHHbIX:

{
"Identifier": "MobileID[5CFOCF54BE81EAFB] E237D9E381C792C2DC",
"ActivationLink": "http://pw-plus.ru/access/accept?id=rembPN rr-xluUprslXQAw%3D%3D%0A"


http://localhost:40011/IssueRemoteIdentifier
http://localhost:40011/IssueRemoteIdentifier

[JononHUTeNbHaA 3aliMTa CUCTEM 40CTyNa (NnepcoHndmKauma naeHTUPMKaATOpPOB)

CumTbiBaTENM PW NOAAEPKMBAIOT PEKMM, B KOTOPOM OHW MPUHUMAIOT KOA, TOIbKO TeX MOBUbHBIX UAEHTUHUKATOPOB,
KOTOpble 3aWnPpPOBaHbl U3BECTHBIMM UM KAOYOM WIMGPOBAHUSA (Naposiem).

Y7106bI CO34aTb 3aKPbLITYIO CUCTEMY AOCTAaTOYHO BbINOJHUTL NPOrPAaMMUPOBAHNE CUMTbIBATENEN 334aB UM CEKPETHbIN
naposb, u PW Desktop 6yaeT BblgaBaTh yKe 3aKpbITble YHUKAbHbIM KAHOYOM WKPOBAHNA NAEHTUDMKATOPDI.

MepcoHnduKauma noagaepKunsaetcsa ana naeHtuounkatopos Mobile ID u Mifare®. Takke gns Mifare® ectb
BO3MOXHOCTb XPaHUTb CBOI HOMep MAeHTUdMKATOPaA B 3aMPPOBAHHBIX CEKTOPAX AAHHbIX.

BHumaHwue!ll Mpu pabote ¢ nageHtndumrkatopom Mifare® wndpytotca Bce cBoboaHblE CEKTOpA AaHHbIX, YTOObI
WCKJTIOYNTb BO3MOXKHOCTb B3/10Ma C MOMOLLLBIO Noab0opa. Ecan A0 3TOro Ha KapTodke Hbliv CEKTOPA C AAHHbIMUW APYIOi
nporpammeobl, TO OHX NPONYCKAKOTCA.

OnpeaenexHune, BKAOYEH NN PEXUM WNGPOBAHNA NAEHTUPUKATOPOB
C nomoLLbio AaHHON KOMaHAbl MOXKHO MHPOpMaLMio 06 pexnme WKUPPOBAHUA BKAOYEHHOM B YCTPOMCTBE.

Tabmua 3HaYeHNM BO3MOMKHbIX PEKUMOB MPUBEAEHA HUXKE, MO YMOJIYaHUIO — BCe 3Ha4YeHua "false".

3anpoc:

http://localhost:40011/isEncrypted
Teno 3anpoca:

{
}

OrBeT:

"EncryptedMobile": false,
"EncryptedMifare": false

YCTaHOBKa pexmnma LndpoBaHmMa MOOUIbHbBIX MAEHTUPUKATOPOB
BKAtoyeHMe pexkmma WNPpoBaHMA 1N yCTaHOBKA Napons WndpoBaHma

3anpoc:

http://localhost:40011/SecureMobilelIDs
Teno 3anpoca:

{
"MobilePassword": "123456AA"

"EncryptedMobile": true

Buumanume!ll LindposaHHble N HelndpoBaHHbIe NAEHTUDUKATOPbI XPAaHATCA B Pa3NYHbIX 061acTAX NaMATU
nporpammbl PW ID.

BbikntoueHme pexnma WndpoBaHMa 1 04NCTKA Napona
3anpoc:

http://localhost:40011/SecureMobilelDs
Teno 3anpoca:

{


http://localhost:40011/isEncrypted
http://localhost:40011/SecureMobileIDs
http://localhost:40011/SecureMobileIDs

"MobilePassword": ""

OTBerT:

"EncryptedMobile": false

Bblgaya 3alwmdpoBaHHbIX MOBUNbHBIX AEHTUPUKATOPOB NPOUCXOLAUT TAKUM e 06pa3om, Kak U He3awmndpoBaHHbIX.
Bo3MoOKeH NoKaNbHbIN MAK yaaneHHbin (no e-mail) Bbinyck Mobile ID.

YcTaHOBKa pexmnma wndposaHma Mifare®
YCTaHOBKa peskmnma LndpoBaHms
C nomolLLbio AaHHON KOMaHbl MOXKHO BKIOUYNUTb TONBLKO WKdpoBaHue KapT Mifare®.

3anpoc:
http://localhost:40011/SecureMifarelDs

Teno 3anpoca:

{
"MifarePassword": "1122334455FF"

"EncryptedMifare": true

YCTaHOBKa pexnma WwmdpoBaHmsa ¢ NnepcoHnPUUMPOBaHHbIM HOMEPOM MAEHTUDMKATOPA
C nomoLLbIO AaHHOW KOMaHAbl MOXHO TOJIbKO BKAOUYUTL WndpoBaHme ana Mifare® n 3agatb cTapToBbIi HOMepP AN
3anncyM MHAMBUAYANbHbIX MAEHTUOUKATOpoB. [locne KaxkAoro BbiMycKa KapTbl Homep 6yaeT yBennumBaTbCA Ha

eauHuLy.

3anpoc:
http://localhost:40011/SecureMifarelIDs

Teno 3anpoca:

{
"MifarePassword": "1122334455FF",

"StartingCode": "1000EA1000"

OrBerT:

"EncryptedMifare": true

20e 1122334455FF napons - 6 6alim (12 cumeonos hex), a 1000EA1000 (5 6aiim, 10 cumeosos hex) -
cmapmoesbili Homep 014 3anucu UHOUBUOYasbHbIX UGeHMUpUKAmMopos


http://localhost:40011/SecureMifareIDs
http://localhost:40011/SecureMifareIDs

OTK/toYeHME perkMma WndpoBaHMA
Ey,u,eT OTK/TIOYEH PEXUM LLIl/Iq)pOBaHWr'I, OYuLEH NAapPO/ib U TEKYLLEE 3HAYEHNE NHAMUBUAYAIBHOTO VI,CI,eHTVId)MKaTOpa

3anpoc:
http://localhost:40011/SecureMifarelDs

Teno 3anpoca:
{

"MifarePassword": ""

"EncryptedMifare": false

Bbinyck 3aWmMdpoBaHHON KapTbl
ByageT BbinyLWeH HOBbIN MAEHTUPUKATOP C 3a4aHHbIMKU NapaMeTpamm

3anpoc:
http://localhost:40011/GetEncryptedMifarelID

Teno 3anpoca (MOHO ycTaHOBUTL GOpPMaT BbiBOAA):

{
"OutputAs": "Raw"

"CryptedMifare[1000EA1000] 234,04096 1K (0004,08)"

Mpoueaypa Bbligaum HOBOro uaeHTMdUKaTopa
1. AAMUHUCTPATOP PasmeLLaeT Ha cYnUTbIBaTeNe HOBYIO (UncTyto) KapTy Mifare®.
2. AAMMHUCTPATOP AAET KOMaHAY Ha BbIMyCK HOBOW KapTbl — BbINOHAETCA WKdpoBaHMe.
3. Mo 3aBepLieHuntio WnNdPoBaHMA KOA, NOJYYEHHOTO NAEHTUGUKATOPa CUMTLIBAETCA U BbIBOAUTCA B
COM nopt (npepaetca B CKYA u T.4,)

BO3MOKHble OLMOKM NpU BbIMyCKe KapTbl:

BbInycKk He yaanca, Bce 16 CEKTOPOB HEeAOCTYMNHbI A1 WNPPOBaHNA

{
"code": 5,
"message": "All mifare card blocks are inaccessible”

KapTa 6bln1a ybpaHa co cuMTbIBaTENSA, HECKOIbKO CEKTOPOB He 3alindpoBaHbl (NoTeHuuanbHan bpellb
AN aTaku, cieayeT NepesbInyCcTUTb 3TOT MAeHTUdMKaToP)

{
"code": 06,
"message":"Mifare card blocks protection error"


http://localhost:40011/SecureMifareIDs
http://localhost:40011/GetEncryptedMifareID

HacTpolKka oTnpaBKM 31eKTPOHHOM noYTbl cepsmcom JSON npu Bbigade

MOOUNbHbIX MAEHTUPUKATOPOB Mo e-mail

Mo»HOo HacTpouTb paboTy cepeuca JSON c nouytoBbim SMTP cepBepom. Toraa npu yaaneHHOM Bblaave MobUAbHbIX
NMAeHTUOMKATOPOB CChiNIKa A1 UX aKTUBaL MM ByaeT oTnpaB/ieHa Ha yKasaHHbIM B 3anpoce e-mail agpec.

MapameTpbl MOYTOBOrO CEpBEPa COXPaHAIOTCA B peecTpe:

[HKEY LOCAL MACHINE\SOFTWARE\ELICS\ProxWayIP\2.00]
"SmtpServerEnabled"
"SMTPEncrypted"
"SMTPServer"
"SMTPPort"
"SMTPUser"
"SMTPPassword"
"SMTPSendFrom"

3anpoc:
http://localhost:40011/SecureMifarelIDs

Teno 3anpoca:
{

"SmtpServerEnabled":false,
"SMTPEncrypted": false,
"SMTPServer":"192.168.1.1",
"SMTPPort": 25,
"SMTPUser" :"user",
"SMTPPassword":"password",
"SMTPSendFrom" :"user@domail.com"

OTBeT:

"SmtpServerEnabled": true


http://localhost:40011/SecureMifareIDs

